Allowing inbound and outbound
VoIP /SIP traffic using FortiVoice and

1. Network topology
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This solution illustrate the steps to allow inbound and outbound SIP calls



1. Configuring FortiGate for outbound SIP calls

Go to UTM Security Profiles > VolP > Profile to create new and set the Limit REGISTER and INVITE
requests

Edit V/oIP Profile

Mame SIP
Comments Write a comment... 0/255
sIP
Limit REGISTER reguest 10 (requests/sec/policy)
Limit INVITE request 10 (requests/sec/policy)
sCCcp
Limit Call Setup 0 (Calls/min/client)

Go to Firewall Objects > Address > Address

Category @ Address IPvE Address Multicast Address
Name Internal-SIP-Phones

Color & [Changel

Type IP Range -
Subnet / IP Range 192.168.1.110-192.168.1.150

Interface lan -

Show in Address List

Comments Write a comment... 0/255




Go to Policy > Policy > Policy

Edit Policy

Policy Type @ Firewall T VPN

Policy Subtype @ Address () User Identity ) Device Identity
Incoming Interface lan -
Source Address & Internal-SIP-Phones W
Outgoing Interface wani -
Destination Address £ all (¥
Schedule [T always -
Service @ 5IP (¥
Action v ACCEPT -

Enable NAT
@ Use Destination Interface Address [ Fixed Port
) Use Dynamic IP Poal b toIad
) Use Central NAT Table

Log Allowed Traffic

UTM Security Profiles

_OFF | AntiVirus default h
_OFF _ Web Filter default -
_orr _ Application Control default -
_OFF JIPS default h
_Orr | Email Filter default h
_0fF _ DLP Sensor default i
@™ volP SIP -/
_OFF | ICAP default h
_OFF _ SSL{SSH Inspection default -

[T Traffic Shaping

Tags
Applied tags
Add tag

Comments Write a comment... 0/1023

| oK | Cancel |
Make sure to turn ON VolIP and set SIP profile
Make sure that this policy allowing outbound SIP traffic is on the top of the list
@ Create New . @ Section View () Global View
[seas] v [ vSowce [ 7 Destination [ v Schedule [ 7 Service | T Authentication [ vaction [ vutMProfile [ Tiog [ vNaT[  vcomt |
w lan - wani (1 - 2)
1 2 @l Internal-SIP-Phones Eall @ always @ sip « ACCEPT @ ) ) 2,274 Packets / 504.73 KB

2 1 Ean Ean T always BALL  ACCEPT [} Q@ 37,218 Packets / 9.22 MB



2. Configuring FortiGate for inbound SIP calls

Go to Firewall Objects > Virtual IP > Virtual IP to map the external IP on the wan1 interface of the
FOrtiGate unit to the internal SIP Server (FortiVoice) IP on UDP port 5060

Name Inbound_SIP

Comments Write a comment... 0/255

Color = [Change]

External Interface wanl

Type Static NAT

[71Source Address Filter (2.0.1 XXX, XXXX-Y. WYY, XX XXY)
External IP Address/Range  172.20.120.22 - 172.20.120.22

Mapped IP Address/Range  192.168.1.111 -1192.168.1.111

Port Forwarding

Protocol &) TCP @ UDP () SCTP
External Service Port 5060 - 5060
Map to Port 5060 - | 5060

| 0K || Cancel

Go to Policy > Policy > Policy



Policy Type @ Firewall ) VPN

Policy Subtype @ Address () User Identity () Device Identity

Incoming Interface wani -

Source Address = all LT

Outgoing Interface lan -

Destination Address Inbound_SIP W

Schedule [T always -

Service 3 5IP v

Action v ACCEPT -

[] Enable NAT

Log Allowed Traffic

UTM Security Profiles
_OFF_ AntiVirus default -
_OFF _ Web Filter default -
_orr _ Application Control default -
_OFF ) IPS default -
_OFF | Email Filter default -
_0OFF | DLP Sensor default -
@™ VoIP =1p Ep=
_OFF | ICAP default -
_OFF | 55L/55H Inspection default -

[] Traffic Shaping

Tags
Applied tags
Add tag

Comments Write a comment... 0/1023

| OK i Cancel

3. Results

Go to System > Dashboard > Status > Widget and add “VolP Usage” widget
Make in and out bound calls.

Go to System > Dashboard > Status to the SIP usage



VolIP Usage (Since 2013-01-30 1

SIP SCCP

0 0
5 0
0 0
5 0

Voice Calls
Currently Active Calls
Total Calls (since last reset)
Calls Failed/Dropped/Unanswered

Calls Succeeded

Go to Log & Report > Traffic Log > Forward Traffic and filter by policy id 2 and 3 (policy id 2 is for
outbound SIP calls, policy id 3 is for inbound SIP calls)

P refresh & Download Raw Log Log location: Disk -
[+ [ omotme T Sent / Received * polcy  uw Acon
1L 55.11.10.43 7575 L Jse ] @ |

2 11 33 192.168.1.111 B 66.11.10.43 14.79 KB / 20.84 KB 2 SIP e
3 11:44:46 66.11.10.43 172.20.120.22 44.65 KB / 34.70 KB 3 SIP e
4 11:15:55 66.11.10.43 172.20.120.22 40.69 KB/ 31.42 KB 3 SIP e
5 10:56:39 192.168.1.111 B 66,11.10.43 110.16 KB/ 107.42 KB 3 SIP e
6 10:53:26 66.11.10.43 172.20.120.22 2.20KB/ 1.70 KB 3 SIP e
7 10:52:04 192.168.1.111 B 66,11.10.43 15.10 KB/ 19.15 KB 2 SIP e
8 10:46:56 192.168.1.111 B 66.11.10.43 205.27 KB/ 201.37 KB 2 SIP e
9 08:27:31 66.11.10.43 172.20.120.22 4.64 KB / 3.97 KB 3 SIP @ H
10 08:25:35 66.11.10.43 172.20.120.22 6.29 KB / 5.34 KB 3 SIP @
11 08:24:06 192.168.1.111 B 66.11.10.43 215.43 KB/ 215.04 KB 3 SIP @
12 08:22:18 192.168.1.111 B 66.11.10.43 1.37 MB/ 1.77 MB 2 SIP @
13 06:31:04 192.168.1.111 B 66.11.10.43 97.27 KB / 95.51 KB 2 SIP @
14 01-29 11:44 66.11.10.43 172.20.120.22 2.76 KB / 2.04 KB 3 SIP @
15 01-29 11:41 66.11.10.43 172.20.120.22 2.49 KB / 2.28 KB 3 SIP @
16 01-29 11:40 192.168.1.111 192.168.1.99 113.28 KB/ 113.09 KB 3 SIP @
17 01-29 11:36 192.168.1.111 B 66.11.10.43 6.71 KB / 7.93 KB 2 SIP @
18 01-29 11:31 192.168.1.111 B 66.11.10.43 22.95 KB / 30.72 KB 2 SIP @

Dst 172.20.120.22 Virtual Domain root

Received 787 Source Country United States
Sent / Received S574B/787B Dst NAT Port 5060

Duration 29 Sent 574
‘Application Details Service sIP

Protocol 17 Destination Country Resarved

Dst Port 5060 roll 65530

Status v Timestamp Wed Jan 30 11:52:03 2013

Tran Display dnat Sequence Number 11819

Policy ID 3 Src Interface wan1

Src 66.11.10.43 DstNATIR 192.168.1.111

Sent Packets 1 Level notice

Src Port 5060 logid 13

Sub Type forvard Threat

Received Packets 2 Date/Time 11:52:03 (Wed Jan 30 11:52:03 2013)

Dst Interface lan




Dst
Received
SrcNATIP

Duration

SrcNAT Port
Service

Destination Country
rol

Timestamp
Sequence Number
Src Interface

Sent Packets

Src Port

Sub Type

Received Packets

Dst Interface

66.11.10.43

21339

172.20.120.22

United States

65530

Wed Jan 30 11:51:33 2013

10829

31

5080

forvard

a7

vanl

Virtual Domain
Source Country
Sent / Received
Sent

Application Details
Protocol

Dst Port

Status

Tran Display

Policy ID

Src

Level

logid

Threat

Date/Time

root
Reservad
14.75 KE / 20.84 KB

15147

5080

snat

192.168.1.111

natice

iz

11:51:32 (Wed Jan 30 11:51:33 2013)
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